
Confiden�al Property of Datenna B.V. Dra� | April 2024 

 

Privacy Notice 
 

Last updated: April 2024 

 
What is this document? We have developed this privacy no�ce to publicly disclose all relevant 
aspects of our personal data processing ac�vi�es to ensure compliance with our legal 
obliga�ons rela�ng to transparency, par�cularly those under the GDPR.  
 
What does Datenna do? We are on a mission to support cri�cal decision-making for na�onal 
and economic security purposes globally, hoping to foster global stability, peace, and 
prosperity with Open-Source Intelligence (OSINT). This is made possible with the unique 
combina�on of Datenna's profound regional exper�se and ground-breaking technology — 
which o�en entails the processing of personal data. 
 
We are aware of the importance of the fundamental rights to privacy and to the protec�on of 
personal data in the pursuit of peace and global stability. Our overarching mission is driven by 
the goal of making the world more transparent, and it is in this context that we aim to be 
transparent ourselves about our prac�ces involving personal data and which are necessary for 
our success. 
 
How to use this document: This no�ce is intended to empower individuals to not only 
understand their rights, but also to hold us accountable for our data prac�ces. For ease of 
reference of anyone reading this, this no�ce is divided among the sec�ons listed below. If you 
have any ques�ons about the informa�on contained in this no�ce, please feel free to reach 
out to us using the Contact informa�on provided at the botom of this page. 
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1. Who this no�ce is for 
 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016R0679&qid=1713428017066
Rafael Pessoa
This should ideally be a collapsible index.
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This no�ce applies to most of the ac�vi�es involving personal data at Datenna. However, it 
neither covers Datenna's ac�vi�es involving data of its employees and other internal 
collaborators, nor the company's processes rela�ng to the recruitment of personnel. 
 
Datenna's employees and other collaborators may refer to the relevant internal 
documenta�on made available to them, while individuals applying for a job at Datenna may 
refer to the no�ce dedicated to our recruitment processes, available here. 

 
This privacy no�ce applies to you… 

• When you browse Datenna's website, including when you submit forms to request 
access to certain content (such as special reports or a pla�orm demo) or to contact 
our team; 

• When you use social media or other publicly accessible pla�orms (for example, X and 
LinkedIn) and either engage with Datenna (such as by reac�ng to Datenna content) or 
men�on Datenna in your own content; 

• When you sign up for and atend events organised by our team; 

• When you visit our offices, including when you connect to Datenna's WiFi networks; 

• If you are a journalist or other media professional with whom we (might) communicate 
as part of our public rela�ons efforts; 

• If you are an academic or researcher with whom we (might) collaborate on research 
projects; 

• If you are a representa�ve of one of our customers or a user of our OSINT pla�orm; 

• If you are a representa�ve of an organisa�on which we might consider to be a business 
lead or prospect, including when you provide your business card to our team at events; 

• If you are a representa�ve of (prospec�ve) vendors, service providers, and other 
organisa�ons with whom we (might) collaborate; and 

• If you are an individual about whom we collect informa�on made public (and which 
we use for the purposes of opera�ng our OSINT pla�orm), such as a shareholder, an 
execu�ve, or other representa�ve of an organisa�on; a researcher involved in 
published research ini�a�ves; an inventor or another individual involved in published 
intellectual property rights applica�on and registra�on processes; an individual who 
has appeared in a government-issued sanc�on list; or an individual with links to the 
categories of individuals listed above when informa�on on such links are also publicly 
available. 

 
For a more in-depth view of the scope of processing which might apply to your par�cular 
circumstance, please refer to the informa�on included in the sec�ons Collec�on and 
processing of personal data and Purposes of processing and lawfulness below. 
 

2. Collec�on and processing of personal data 
 

Datenna processes a variety of categories of personal data to fulfil its legi�mate business 
purposes. Depending on your rela�onship with us, different types of data may be processed, 

https://x.com/
https://www.linkedin.com/
Rafael Pessoa
Link to Recruitment Privacy Notice pending.
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and different collec�on methods may be employed. To provide you with a concrete contextual 
understanding, we have prepared the table below to summarise all this informa�on in one 
place: 
 

Who you are Data we process How we collect data 

Website visitor 

• Data you provide when 
filling out a form, such as 
your contact details, the 
organisa�on you 
represent, and your 
rela�onship with such 
organisa�on 

• Include google analy�cs 
cookies 

• Your voluntary provision 
of data to us 

• Automa�cally when you 
browse our website, for 
session-related data 

Atendee of an event 
organised by Datenna 

Contact details and the 
organisa�on you represent 

Your voluntary provision of 
data to us 

Office visitor 

• Contact details and the 
organisa�on you 
represent 

• Informa�on on the date, 
�me, and purpose of your 
visit 

• MAC address and host 
name of a device you 
connect to our WiFi 
networks 

• Your voluntary provision 
of data to us 

• The crea�on of entries in 
our records rela�ng to 
your visit 

• Automa�cally for your 
connected devices' MAC 
addresses and host names 

Journalist or other media 
professional 

Contact details and the 
organisa�on with which you 

are associated 

• Automa�cally with 
support from services 
dedicated to public 
rela�ons and media 
outreach 

• Manual searches in 
publicly available media-
dedicated sources 

Social media users 

• Rela�onship with Datenna 
in the social media 
pla�orm (e.g., 
engagement with 
Datenna's profile or 
content) 

• Published content 
men�oning Datenna 

• Automa�cally with 
support from social media 
pla�orms' func�onali�es 
and brand management 
technologies 

• Manual searches in the 
relevant services with a 
focus on Datenna-related 
content 

Rafael Pessoa
In-depth information on website analytics pending.
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Academic/researcher 

• Contact details and the 
organisa�on with which 
you are associated 

• Published research 
ini�a�ves with which you 
are associated 

• Your voluntary provision 
of data to us 

• Our own manual, 
independent search for 
poten�al research 
collaborators using 
publicly available 
informa�on 

Representa�ve of a customer 

• Contact details, the 
organisa�on you 
represent, and your 
rela�onship with such 
organisa�on 

• Informa�on about your 
experience with us and 
our products and services 

• Your voluntary provision 
of data to us 

• The provision of data by 
your organisa�on to us 

• The crea�on of entries in 
our records for customer 
rela�onship purposes 

Representa�ve of a business 
lead or prospect 

• Contact details, the 
organisa�on you 
represent, and your 
rela�onship with such 
organisa�on 

• Informa�on on any 
contact or rela�onship 
established with our team 

• Professional informa�on 
made publicly available by 
you on LinkedIn 

• Features and use cases of 
our products and services 
which might be of interest 
to you, or the organisa�on 
you represent 

• Your voluntary provision 
of data to us 

• Our independent research 
on LinkedIn 

• The crea�on of entries in 
our records for marke�ng 
and sales purposes 

• The provision of data by 
the organiser of an event 
you have atended (if you 
have authorised the 
organiser to share your 
data) 

Representa�ve of a 
(prospec�ve) business 

partner 

• Contact details, the 
organisa�on you 
represent, and your 
rela�onship with such 
organisa�on 

• Professional informa�on 
made publicly available by 
you on LinkedIn 

• Informa�on on any 
contact or rela�onship 
established with our team 

• Informa�on on products 
or services which you and 
your organisa�on might 
offer to Datenna 

• Your voluntary provision 
of data to us 

• The provision of data by 
your organisa�on to us 

• Our independent research 
on LinkedIn 

• The crea�on of entries in 
our records for 
procurement and 
strategic partnership 
purposes 
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Individual whose publicly 
available data is used in our 

OSINT pla�orm 

• Full name 
• Posi�ons held within 

organisa�ons 
• Percentage of shares held 

in organisa�ons 
• Amount of capital invested 

in organisa�ons 
• Details of published 

research projects, 
including field and funding 
received 

Our collec�on of informa�on 
made publicly available by 

lawful means in a variety of 
sources. Sources used for this 

purpose are limited to 
(1) publicly accessible websites 

of public en��es, including 
universi�es, ministries, and 

other government branches, as 
well as (2) publicly accessible 
websites of private en��es, 
including commercial data 

providers dedicated to 
compiling publicly available 

informa�on on organisa�ons, 
research ini�a�ves, and public 

disclosures by government 
branches 

 
Please note that these are just examples of concrete uses cases that we might have for 
personal data rela�ng to the categories of individuals listed in the Who this no�ce is for 
sec�on of this no�ce. Depending on your par�cular circumstance, the informa�on contained 
in this table might not apply, or only partly apply to you. If you would like to know more about 
your par�cular circumstance, you may confiden�ally submit a request to our Data Protec�on 
Officer using the Contact informa�on provided at the botom of this page. 
 
Cookies and Automated Data Collec�on in our Website. [Google Analy�cs, something else?]. 
 
Users of our OSINT Pla�orm. Datenna is aware of the sensi�ve nature of the decisions being 
made by its customers based on intelligence derived from Datenna's OSINT pla�orm. For that 
reason, and following our strict contractual commitments with our customers, on-pla�orm 
ac�vity of end-users of our OSINT pla�orm are neither tracked nor logged by us in any form. 
We do not collect session-related informa�on and do not analyse the history, behaviour, or 
paterns of use of informa�on of our customers. 
 
Children, Adolescents, and Special Categories of Data. We do not knowingly collect data 
rela�ng to individuals under 16 years old. Addi�onally, we do not collect any data that falls 
under a special category of data under the GDPR, such as, for example, data concerning the 
health, racial or ethnic origin, or criminal convic�ons of individuals. If you are a parent or 
guardian of an individual under 16 years old, you have reason to believe that we might be 
processing data on such individual, and you want to exercise any of the rights that may apply 
in your par�cular case, please refer to the Contact informa�on provided at the botom of this 
page. 
 

3. Purposes and lawfulness of personal data processing 
 

Rafael Pessoa
In-depth information on website analytics pending.
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Depending on your rela�onship with Datenna, we might have different reasons for which we 
need to process your personal data. In all cases, such reasons are related to one or more of 
the following purposes: 

• Communica�ng with customers for support and account management purposes. 

• Promo�ng and selling Datenna products and services, including where necessary to 
nego�ate and conclude contracts. 

• Sending invites to events organised or sponsored by Datenna, or other public events. 

• Responding to communica�ons received, including to provide access to requested 
Datenna resources. 

• Communica�ng with representa�ves of (prospec�ve) vendors, service providers and 
other strategic partners to discuss collabora�on or business opportuni�es. 

• Analysing the performance of our products, services, communica�ons, and marke�ng 
campaigns. 

• Gauging public reac�ons and impressions of Datenna, its products, services, events, 
and other ini�a�ves. 

• Managing our offices and maintaining the security of our physical and digital 
environments. 

 
Datenna's OSINT Pla�orm. The pursuit of our corporate mission relies primarily on the 
collec�on and further processing of publicly available informa�on. This o�en requires us to 
process the categories of publicly available personal data relevant for our OSINT pla�orm 
and men�oned in the Collec�on and processing of personal data sec�on of this no�ce. In 
the context of our OSINT pla�orm, such categories of personal data may be linked to and 
displayed in connec�on with non-personal data rela�ng to organisa�ons. This may be the 
case, for example, when an individual is formally linked to an organisa�on in a publicly 
available record — such as when the individual is a shareholder of that organisa�on. 
 
All processing of personal data linked to the opera�on of our OSINT pla�orm is strictly 
intended to support cri�cal decision-making on na�onal and economic security maters. 
This can be done, for example, with the iden�fica�on of poten�al risks in these areas due 
to the revela�on of relevant links between individuals, organisa�ons, technologies, 
investments, research projects, and more. Datenna believes that processing the limited 
amount of personal data men�oned in this no�ce is jus�fiably necessary to achieve such 
purposes. To know more about how our customers may use personal data collected by 
means of our OSINT pla�orm for their own purposes, please refer to sec�on Recipients of 
personal data below. 

 
Please note that data collected for the purposes listed in this sec�on may also be used for 
secondary purposes, as long as any such secondary use is compa�ble with the original 
purpose. Examples of secondary uses of personal data collected for the purposes listed above 
include sta�s�cal analysis of data, improvement of exis�ng processes to which the data 
relates, and organisa�onal planning. 
 
Lawfulness of Processing. Our processing of personal data is subject to appropriate legal 
scru�ny. We will only process personal data when we have asserted that the scope of our 
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intended processing is lawful. For the scope of the personal data processing outlined in this 
no�ce, Datenna relies on the following legal bases to jus�fy the collec�on, use, and further 
processing of personal data for the purposes listed above: 

• When you voluntarily provide personal data to us for specific purposes informed to 
you, we will process that data for those purposes based on your consent. Whenever 
this is the case, you are free to withdraw your consent. To learn about how you can do 
this, please refer to the Your rights and choices sec�on of this no�ce. 

• When personal data is necessary for us to fulfil obliga�ons or exercise rights in the 
context of a contract with you, or when personal data is necessary to enter into a 
contract with you, we will process your personal data for the purposes our 
performance of a contract or of necessary preliminary steps to enter into a contract, 
respec�vely. 

• When the laws and regula�ons in force mandate us to process certain personal data 
for expressly defined purposes, we will process the necessary personal data to comply 
with the relevant legal or regulatory requirements. 

• When we assess that certain personal data is necessary for important, compelling, 
lawful, reasons that are either in our interests, or those of third par�es reasonably 
connected to our overarching objec�ves, we will process the relevant personal data to 
pursue legi�mate interests.  

 
Legi�mate Interests and Your Rights. Ac�vi�es based on legi�mate interests rely on 
propor�onate uses of personal data to benefit Datenna, our customers, you individually, 
and other third par�es (individually or combined). Examples of legi�mate interests pursued 
with our processing ac�vi�es include the projected outcome of ac�vi�es which require a 
limited por�on of personal data to: 

• Operate our OSINT pla�orm, through which we enable our customers to iden�fy 
poten�al risks in the areas of na�onal and economic security. 

• Gauge the impressions of the public on Datenna and its ini�a�ves, to beter guide 
our decision-making processes to improve the company and its endeavours. 

• Maintain the security of our physical and digital environments, allowing us to 
safeguard all informa�on, propriety and other assets owned or otherwise held by 
Datenna. 

 
We generally do not consider that there are legi�mate interests to process personal data if 
fundamental rights and freedoms of an individual override the interests at stake. We assess 
this by doing a balancing test (between the interests pursued and the fundamental rights 
and freedoms poten�ally affected) following guidelines issued by the competent 
authori�es, including the Autoriteit Persoonsgegevens. 
 
Depending on your par�cular circumstances, you may have grounds to object to our 
processing of your personal data based on legi�mate interests pursue by us or others. To 
understand how you can exercise the right to object, please refer to the Your rights and 
choices sec�on of this no�ce. If you want to know more about our use of personal data for 
legi�mate interests, please feel free to reach out to us using the Contact informa�on at the 
botom of this page. 
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4. Recipients of personal data 
 

Datenna shares personal data with third par�es only when such sharing is necessary for the 
fulfilment of the legi�mate purposes outlined in this no�ce. Whenever we share personal data 
with service providers, vendors or other third par�es ac�ng on our behalf, we ensure that a 
contract is put in place with the relevant party to apply strict confiden�ality and data 
protec�on provisions according to the applicable legal requirements. As a rule, third par�es 
ac�ng on our behalf (for example, to provide a service), are only authorised to process 
personal data controlled by us according to our instruc�ons and only for the limited purposes 
of the services in ques�on. Personal data is neither sold nor provided to third par�es without 
a legi�mate reason. 
 
Recipients of Personal Data for Datenna's Purposes. To support our opera�on, provide cri�cal 
data processing and other specialised services and assets, Datenna may share por�ons of 
personal data with the following categories of third par�es: 

• Providers of cloud compu�ng, data storage and processing services.  

• Providers of customer rela�ons management so�ware. 

• Providers of services rela�ng to the opera�on and maintenance of our website and its 
func�onali�es, including website analy�cs tools. 

• Providers of informa�on security tools and services, including those used to monitor 
suspicious ac�vi�es in our website, OSINT pla�orm, and other cri�cal informa�on 
assets. 

• Law enforcement and other competent authori�es in cases where we are legally 
required to provide personal data, including when we receive lawful requests for 
access to personal data (for example, in the course of an inves�ga�on by an authority). 

• Other par�es (such as consultants, legal advisors and the like) whenever we consider 
that sharing personal data is reasonably necessary to exercise rights or to protect the 
property or other compelling interests of Datenna, our employees, customers or other 
concerned third par�es. 

 
Provision of Personal Data to Datenna's Customers. The provision of publicly available 
informa�on to customers is a core component of Datenna's overarching mission. Given the 
scope and purposes of Datenna's processing of personal data, the provision of publicly 
available personal data via our OSINT pla�orm is considered necessary to achieve the 
objec�ves outlined in the sec�on Purposes of processing and lawfulness above. This means 
that the limited amount of personal data contained in our OSINT pla�orm is provided to our 
customers in the context of our performance of our service agreements with them. Such 
provision of data is crucial to allow them to make strategic decisions related to their own 
economic and na�onal security endeavours. 
 
Datenna's customers are independent controllers individually responsible for deciding on the 
purposes and means of their own processing of personal data. Our provision of personal data 
to customers are linked to the specific purposes outlined in this no�ce and reflected in our 
customer agreements. Datenna is not responsible for its customers' end use of the data 
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accessed via our OSINT pla�orm. Decisions made by Datenna's customers on the processing 
of personal data is subject to the laws and regula�ons applicable to such customers, which 
might include special rules (and exemp�ons) rela�ng to the processing of personal data 
carried out by governmental en��es in the areas of na�onal security, economic policy, and 
other related topics. 
 
Transfers of Personal Data Outside the EEA. Although Datenna's opera�ons are primarily 
concentrated within the European Economic Area (EEA), it is possible for personal data 
under our control to be transferred outside the EEA. This might occur, for example, where 
some of our service providers process a por�on of the personal data we control in data 
processing facili�es (such as servers) that are physically located outside the EEA.  
 
Please note that the processing of personal data outside the EEA might be subject to the 
laws of other jurisdic�ons, which might result in a lower level of protec�on for personal 
data in comparison to the level guaranteed by the laws that apply in your jurisdic�on.  
 
Transfers of personal data outside the EEA under Datenna's control will only occur if they 
are strictly necessary for the purposes outlined in this no�ce, and if the transfers comply 
with the applicable laws. In prac�ce, this means that transfers can only be carried out if at 
least one of the following applies: 

• The European Commission has decided that the country of des�na�on provides an 
adequate level of protec�on for personal data (see here for a list of such countries); 

• A legally-binding document addresses all necessary requirements to authorise the 
transfer, such as Standard Contractual Clauses issued by the European Commission 
(see here for a copy of the clauses); or 

• The transfer is permited under applicably data protec�on laws due to another 
legally valid mechanism. 

 

5. Data reten�on and erasure 
 

Personal data is retained by Datenna only for the �me during which it remains necessary for 
the fulfilment of the legi�mate business purposes outlined in this no�ce. For example, for 
individuals atending events organised by us, we will delete data a few days a�er the 
occurrence of the event if no specific circumstance (for example, inves�ga�ng an incident at 
the event) requires us to keep someone's data for a longer period. 
 
We make con�nuous efforts to improve our data reten�on and erasure policies and 
procedures to ensure that different categories of data are given different treatment following 
a risk-based approach — primarily taking poten�al risks to the fundamental rights and 
freedoms of individuals into account. Furthermore, in cases where we are obliged to retain 
personal data to comply with specific legal or regulatory requirements, we take the necessary 
measures to ensure the prolonged reten�on of the relevant data to meet such requirements. 
 
A�er personal data is no longer necessary for our legi�mate business purposes or for legal 
purposes (such as legal compliance and the exercise of legal rights in case of disputes), data 
may be s�ll stored for an addi�onal minimal period in our backup environments for 

https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
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opera�onal and security purposes. A�er such period has lapsed, personal data that is no 
longer necessary is either securely and irreversibly destroyed, or anonymised so that it cannot 
be linked to the individuals to whom it originally related. 
 

6. Security of processing 
 

Datenna takes informa�on security very seriously. We take appropriate measures to protect 
personal data from unauthorised access, use, disclosure, altera�on, loss, and destruc�on. 
Only authorised personnel who have a need to know may have access to your data for the 
fulfilment of legi�mate business purposes. We have implemented and con�nue to improve 
our security policies and controls to ensure that sufficient technical, physical, and 
organisa�onal measures are in place with the purpose of providing an appropriate level of 
security for your data. Exis�ng measures include encryp�on of personal data and enforcement 
of access controls in certain systems and environments, and other controls aimed at ensuring 
the ongoing confiden�ality, integrity, availability, and resilience of our data processing 
systems. 
 
We have procedures in place to swi�ly respond to security incidents, including those 
poten�ally leading to personal data breaches. Such processes are recurrently subjected to 
tes�ng and improvement cycles. In addi�on, we are prepared to take all necessary measures 
to disclose a security incident to the competent authori�es and/or to poten�ally affected 
individuals in the event that we are legally required to do so. 
 

7. Your rights and choices 
 

We are commited to respec�ng the rights you have over your data. While we process your 
data for the purposes described in this no�ce and, depending on your par�cular 
circumstances, you have the right to request the exercise of the following rights: 

• Access to your personal data 

• Update or correc�on of your personal data 

• Erasure of your personal data 

• Objec�on to or restric�on of our processing of your personal data, including in cases 
where we process your personal data based on a legi�mate interest 

• Withdrawal of any consent given for our processing of your personal data 

• Transfer of your personal data to a third party selected by you 
 
Exercising Your Rights. To request the exercise of any of the rights listed above, please send 
an e-mail to privacy@datenna.com. Your request will be confiden�ally processed by our 
Data Protec�on Officer. Depending on the scope of your request and of your par�cular 
circumstances, we may have legi�mate reasons not to process your request, or to process 
it only par�ally. Whenever this is the case, you will be informed accordingly. 
 
If you are not sa�sfied with the informa�on you receive a�er having contacted our Data 
Protec�on Officer, note that you also have the right to lodge a complaint with your local 

mailto:privacy@datenna.com
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supervisory authority (listed by jurisdic�on here) or with Datenna's lead supervisory 
authority, the Autoriteit Persoonsgegevens, in the Netherlands (here). 

 

8. Changes to this no�ce 
 

We may update this privacy no�ce as needed to reflect changes in our internal processes, 
technologies, and generally to improve the informa�on provided to you. Any changes will be 
effec�ve immediately upon pos�ng. If substan�ve changes with a poten�al to affect your 
rights and freedoms are planned and we have reasonable means of contac�ng you (for 
example, your e-mail address), we will communicate such substan�ve changes to you before 
we implement them into this no�ce. 
 

9. Contact informa�on 
 

Datenna is a private organisa�on headquartered in The Netherlands, subject to EU and Dutch 
law. Our corporate iden�ty and contact details are listed below: 
 
Datenna B.V. 
Keizersgracht 2 
5611 GD Eindhoven, The Netherlands 
info@datenna.com  
 
Datenna is the controller responsible for deciding the means and purposes of processing of 
personal data described in this privacy no�ce. If you have any ques�ons or concerns regarding 
this privacy no�ce, our data prac�ces, or your par�cular circumstances, you may confiden�ally 
contact our Data Protec�on Officer via e-mail at privacy@datenna.com. 
 

 
*     *     * 

https://www.edpb.europa.eu/about-edpb/about-edpb/members_en
https://www.autoriteitpersoonsgegevens.nl/een-tip-of-klacht-indienen-bij-de-ap
mailto:info@datenna.com
mailto:privacy@datenna.com
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